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Conceptos de Seguridad TO
Vision General

Proteccion de OT



Tecnologia Operativa (TO):

Mas que una tecnologia, TO no és un segmento... €s un conjunto de verticales
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Tly TO Tienen Perspectivas Distintas
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Infraestructura inteligente
para TO

Smart Infrastructures — Infraestructura critica inteligente



Infraestructuras Criticas y Inteligentes
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Energia: el paradigma esta cambiando
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CUSTOMER few large power plants many small power producers
Increased expectations, more
digital, energy management
TECHNOLOGY
Internet of Things, sman
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new business models, utility, data analytics, tailored
disruption, changing clouds centralized, mostly national decentralized, ignoring boundaries
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—
Smart Grids - Arquitecturas

Comunicacion de redes inteligentes y arquitecturas en capas
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Smart Grids — Arquitecturas y Estandares

Defense-in-Depth Cybersecurity Approach

= High Level Se ity Requirements
ID.AM Asset Management

ID.BE Business Environment

ID.GV Governance

ID.RA Risk Assessment

ID.RM Risk Management Strategy

ID.SC Supply Chain Risk Management

PR.AC Identity Management and Access Control
PR.AT Awareness and Training

PR.DS Data Security

PR.IP Information Protection Processes and Procedures
PR.MA Maintenance

PR.PT Protective Technology

DE AE Anomalies and Events

DE.CM Security Continuous Monitoring

DE.DP Detection Processes

RS.RP Response Planning

RS.CO Communications

RS AN Analysis

RS MI Mitigation

RS.IM Improvements

RC.RP Recovery Planning

RC.IM Improvements

RC.CO Communications

AT
NERC
ISO NERGS

. Information Security Policies

B Organization of Information Security
. Human Resource Security

. Asset Management

. Access Control

. Cryptography

. Physical and Environmental Security
Operations Security

. Communications Security

. System Acquisition and Maintenance

. Supplier Relationships

. Security Incident Management

»  Business Continuity Management

. Compliance

NERC CIP
Coomponent | S e R

«=  CIP-005 - Electronic Security Perimeter CIP-002-5.1 BES Cyber Security Categorization

. CIP-007 - Prevention of Malicious Code

. CIP-008 - Incident Response
»  CIP-010- Change Management
. CIP-013 - Supply Chain Management

J e

[ recpie [ process I oo |

IEC 62443 Protection Levels

ntentional violation using faorsen %
kills and low motivation  Foundational Requirements (FRs)

Protection against intentional violation using FR1 Identification and authentication control (1AC)

moderate resources, IACS-specific skills and 1 FR2 Use control (UC)

Protection ay FR3 System integrity (SI)
moderate

FRS Restricted data flow (RDF)
FR6 Timely response to events (TRE)
FR? Resource availability (RA)

CIP-003-8 Security Management Control

CIP-004-6  Personnel and Training

CIP-005-6  Eletronic Security Perimeter(s)

CIP-006-6  Physical Security of BES Cyber Systems
CIP-007-6  System Security Management

CIP-008-5 Incident Reporting and Response Planning

CIP-009-6  Recovery Plans for BES Cyber Systems

CIP-010-3 Cc ion Change nentand Vulnerability Assessements
CIP-011-2  Information Protection

CIP-012-1 Communications Between Control Centers

CIP-013-1 Cyber Security - Supply Chain Risk Managemen

CIP-014-2  Physical Security

© Fortinet Inc. All Rights Reserved.

https://www.scirp.org/journal/paperinformation.aspx?paperid=91158

/AMI 4.0 (Reference Architecture Model 14.0) by ZVEI [75)
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Arquitecturas y Estandares

Defense-in-Depth Cybersecurlty Approach ~ o
S CPMAT T taClloT et Effective Implementation of the NIST

Cybersecurity Framework with Fortinet

(Companion Piece to “Security by Design:
A Systems Road Map Approach”)

Protection Levels

SLO  Nospacific requirements or sacurity protection necessary
SL1 Protection against casual or coincidental violation

Protection against intentional violation using:

resoucres, generic skills and low mothvation Ww(m)

ID.GV Governance
ID.RA Risk Assessment
S

anagement
ity Management

How to Use NERC-CIP: An Overview of the Standards
and Their Deployment with Fortinet

c curity Perimeter CIP-002-5.1 BES Cyber Security Categorization
c f Malicious Code . - - .
: i ponse CIP-0038  Security Management Control (Companion piece to “Implementation Guide for Vendors and Integrators
M Iy .nr CIP-010 - Change Managemen — 4 E - =
:: C‘O VP)_"‘:’ J"c__s CIP-013 - Supgly Chain ?‘,h,;‘.wr, CIP-004-6  Personnel and Training Worklng in NERC-CIP Environments )
CIP-005-6 Eletronic Security Perimeter(s)
3 @ e CIP-006-6  Physical Security of BES Cyber Systems ry ry
k SO —— Implementation Guide for Vendors
= 7 - - -

S eSOt Rs e s e o N and Integrators Working in NERC-CIP Environments
CIP-008-6  Recovery Plans for BES Cyber Systems.
T [ S = A (Compamon Pieceto “ ow w to u;g ER -CIP: An Overview of the Standards

CIP-011-2  Information Protection
I/QSEQ\ N E = C ler CIP-012-1  Communications Between Control Centers.
Wu C 1 = CIP-013-1  Cyber Security - Supply Chain Risk Managemen
CIP-014-2  Physical Security

Effective ICS Cybersecurity

Using the IEC 62443 Standard
(Companion piece to “Managing ICS Security With IEC 62443")

- - © Fortinet Inc. All Rights Reserved. 10



OTCI — Convergencia IT x OT
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¢, Por que ciberseguridad
para OT y loT?

Tendencias de comunicacion y cumplimiento de OT/loT



Intrusiones: parte del nuevo normal

Y afectan la productividad, los ingresos y la seguridad fisica

L)

S & & o
e
9 out of 10

OT organizations experienced at least

one intrusion in the past year and 78%

had 3 or more intrusions, which is up
from the results in 2021.

90 % de las
61 % de las @, ) intrusiones tardaror
horas o mas para

intrusiones afectaron

a los sistemas de TO

Impact on organization

2019 m 2020 m 2021 m 2022

Loss of business critical
data or IP

Brand degradation

Operational outage
risking physical safety

T 2022 State of Operational
p Technology and

" Cybersecurity Report
iy r

Operational outage
impacting revenue

Compliance failure

...likely to have centralized
visibility, use network access
control and have security
tracking and reporting in place.

restablecer el

........ n
Source: Fortinet's 2022 State of Operational Technology and Cybersecurity Report

Top-tier organizations are...

more likely to have their

32(y0 SOC monitor and track
OT security.

© Fortinet Inc. All Rights Reserved.

Data is from More than 500 OT professionals
Fortinet's (March 14 and March 18, 2022)
2022 State of I

Operational M LaTam

Technology and M Europa, Oriente Médio e Africa (EMEA)
Cybersecurity B Asia-Pacitico (APAC)

Report
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Ataques a la Infraestructura OT & loT

El Riesgo es Real

Stuxnet disrupts
Iranian nuclear
program

&

(ro1a)

Hospital drug
infusion pumps
hacked

13|

2014

2010 @f
New York dam
floodgates
compromised

AamR
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.
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Michigan traffic
light hacked

OT targeted attacks

German steel
mill furnace
destroyed

i

2015

MIRAI Botnet
145,000 loT
devices

s

Merck & Co.

global production

shutdown by

ransomware ($1B)

| R

(x

K

=

Car transmission
and brakes
controlled

Ly =
><

Power generation
malware

2016

>
-

Ukraine
power grid
knocked
offline

01

~

Global aluminum Ekans

producer
shutdown by
ransomware

>

ransomware
attack on Honda,
Fresenius

|

Attempted
poisoning of
Oldsmar
Tampa H20

Supply

Cybersecurity
incident at large

brewing company gng parts
Molson Coors

ACGO ag Ukraine
equipment  power grid
knocked

ransomware Offline

& B & %

A

(2022}

\-

Maersk Shipping
global shutdown
by ransomeware
($250M)

@ 2019 2020 \i021/ \022/

T T i
2 v @ = 5 a £
Trisis/Triton: ~ ASCO Parts SolarWinds JBS USA Colonial Kojima Power
Mal\_/vare shutdown by Orion meat Pipeline Industries a generation
designed to ransomware producer Toyota parts malware

compromise Suralier
safety attack
impacts 28
production
lines
14

© Fortinet Inc. All Rights Reserved.



Aumento de los ataques cibernéticos

Industria mas atacada

Digitization
Expands Attack
Surface

Increases
Sophistication of
Attacks

2021
Low Cyber IT/OT Energia salt6 del
C
Awareness onvergence noveno lugar en 2020 al
Unaware & Increases
Unprepared Attacks on OT 3er |ugar en 2021, lo

) que subraya que los
pungt:&u atacantes se centran en
at Risk? las industrias de OT
conectadas.

2020

Complex
Ecosystem New

Partnerships

Introduces
Security Gaps,
Slows response
and mitigation

Ripple Effect

April 2021

The U.S. government announces a new effort to protect power
© Fortinet Inc. All Rights Reservec and utilities and in particular their industrial control systems

(ICS), from cyberattacks.
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Desafio: Proteccion de la Tecnologia Operativa

Habilitando la convergenciade TO y T

+ La superficie de ataque para los activos cibernéticos se
esta expandiendo a medida que disminuye la dependencia
de la proteccién de espacios aéreos con las iniciativas de
transformacion digital que impulsan la convergencia de la
redde Tly TO.

| -
Bl * Requisitos de acceso remoto para terceros y empleados
que causan riesgos adicionales.

* La mayoria de los sistemas de control industrial carecen de
seguridad por diseio.

* Aumento de la adopcion de nuevas tecnologias, como 5G,
loT y la nube.

* La confianza de los propietarios de activos en los OEMs y
los Sls expone los sistemas criticos a riesgos adicionales.

191 © Fortinet Inc. All Rights Reserved. 16



Marco Regulatorio - Ciber Securidad en LATAM

L
-m. i LB 1 5 O AU IO 14T 2155 9P 4113 3000 TS 311 0 0 BT 3
- £ Fertiee e Al Rt

Brasil - RO.CB.BR.01

Publicado en la primera
semana de julio de 2021;

Entrada en vigor el 7 de julio
de 2021

Mas simple que NERC-CIP

3 olas definidas para la
implementacion

Basado \
articuls e(\l
Implenb a scon
diferente a( Bercnics
articulos

Algunos articulos se retrasaron
debido a la pandemia de COVID-19

ONS
[} == |t |- =] S |
Comtraes minims e sepea RO B8 S

[ ——— ol

e\e

linet Inc. All Rights Reserved.

Brasil - REN2021_964

o\
Publicado a mediados de d|f‘I O\&\G

de 2021

r:+

Q\X

Entra en vwr g\)a\J
e@’

\)L.
GO Q CB.BRO1-ONS

También basado en NERC-CIP
Publicado en julio de 2020

Utiliza el articulo 12 de NERC-
CIP, que ni siquiera se aplico en
Ameérica del Norte




El enfoque de Fortinet para
ciberseguridad TO



Fortinet
Security
Fabric

AMPLIO

Visibilidad de toda la superficie de
ataque digital para mejor manejo del
riesgo

INTEGRADO

Soluciones que reducen la
complexidad de gestion y comparten
inteligencia sobre las amenazas

AUTOMATIZADO

Operaciones y respuesta impulsadas
por Machine Learning para
operaciones eficientes y agiles

Fabric Management
.. Center

-

Adaptive Cloud
Security

Zero Trust
Access

FORTIOS

. . y Open
Security-Driven e Ecosystem
Networking .

FortiGuard Threat
Intelligence

© Fortinet Inc. All Rights Reserved. 19



Plataforma Fortinet de Ciberseguridad

Enterprise Security Fabric

(@)

Adaptive Cloud
Security

Zero Trust
Access

Security-Driven
Networking

Endpoint : o
(3] —— Frotecton ||| —— Network Firewall {g} —+— Applications
@—— NAC G2, —— sDwaN —— Platform

G})—— Identity ((.)) [ Secure WLAN —+—  Network

{ ]
T — >< —— Secure LAN
o

© Fortinet Inc. All Rights Reserved.

*—9

Protect

Detect

Respond
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Centralizacion de Controles y
Transparencia en la seguridad Tly TO

Gartner F::RTINET.

Cyberseguridad con Soluciones puntuales Propuesta de Plataformas de Ciberseguridad

0®0

Gartner Cybersecurity Mesh Architecture (CSMA)

—— 20 Vendors 4-6 Platforms
191 © Fortinet Inc. All Rights Reserved. 21

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S.
and internationally and is used herein with permission. All rights reserved.




Modelo Purdue para Jerarquia de Control Industrial

» Marco estandar de la industria para la ciberseguridad de OT

« Segmenta los activos de OT en zonas y conductos de seguridad

* Aumento de los niveles de seguridad para mejorar la postura de seguridad
» Controles de seguridad validados para proteger los activos de OT

SCADA

g HISTORIAN
“/ )

Integrated
IT/OT

Enterprise Zone
Level 5: Enterprise

Level 4: Site Business Planning and Logistics

Manufacturing Zone
Level 3.5 OT Authentication Boundary
Level 3: Site Manufacturing Operations and Control

Cell/Area Zone
Level 2: Area Supervisory Control

Level 1: Basic Control PLC/RTU/IED

Level O: Process

SENSORS/ACTUATORS

191 © Fortinet Inc. All Rights Reserved. 22




Casos de Uso Tipicos — Defensa en Profundidad

INTRANET

B

Information

REMOTE SITE
Zonas y conductos

— B
-

Technology (IT)

-

Radius + VPN
Server

Conectividad remota

Radius + VPN segura

Server

Visibilidad profunda
de OT

\ JE) o)
é@ :
Historian

DMZ NETWORK

Lot ]
Operator =3 Server
o LT RO

PROCESS NETWORK

Jumpbox

Operational
Technology (OT)

Control de acceso
basado en roles

:III:

CONTROL NETWORK

Asegurar endpoints
criticos

T

<
— hal

E . Valve
Ry @~
@) P

FIELD NETWORK

© Fortinet Inc. All Rights Reserved.

Centralizar la gestion
de seguridad

Amenaza Persistente
Avanzada

3



Hardware
Especializado

i —
FortiGate Rugged 60F

FortiSwitch FortiAP
Rugged IPS-rated

Firewalls robustecido
para ambientes
industriales

Switches robustecido
para ambientes
industriales

Puntos de acceso
inalambricos de uso
exterior con evaluacion IP

Informacién
Especializada

 Servicios de control
industrial

* Protocolos OT especificos

* Vulnerabilidades
especificas de OT

» 1800+ firmas IPS y Control

de Aplicaciones

» Soporte a los principales
fabricantes de ICS

Soluciones Fortinet Especificas para OT

Equipo
Especializado

AN\
2E

Soluciones referenciadas

Profesionales
experimentados para lo
sector de OT

Décadas en la industria
Décadas de clientes

© Fortinet Inc. All Rights Reserved.

Expandir la plataforma a
través de la integracion

Integracion de mas de
400 ecosistemas de
Security Fabric

Estrechas integraciones
con los principales socios
de seguridad de OT

24



La Mayor Cantidad de Vulnerabilidades y Aplicaciones

Protegidas

IPS for Industrial Systems

500+ OT/ICS Vulnerabilities Shielded (Schneider Electric Example)

Schneider.ClearSCADA.OPF File.Parsing.Out.of. Bounds. Array.
Index (CVE-2014-0779)

Schneider.ClearSCADA.Remote Authentication Bypass
Schneider.Electric. Accutech.Manager.SQL. Injection
Schneider.Electric. DTM.development.kit. Buffer.Overflow
(CVE-2014-9200)

Schneider.Electric. GP-Pro.EX.ParseAPl.Heap.Buffer.Overflow
Schneider.Electric.InduSoftWebStudioAgent. Remote.Code.
Execution (CVE-2015- 7374)
Schneider.Electric.Interactive. Graphical. SCADA.Buffer.Overflow
(CVE-2013-0657)

Schneider.Electric. OSF.Configuration.File.Buffer. Overflow
(CVE-2014-0774)

Schneider. Electric.Pelco.DSNVs.Rvctl. RVControl Buffer.
Overflow (CVE-2015-0982)

Schneider.Electric. ProClima.Atx45.ocx. ActiveX. Access
(CVE-2014-8511, CVE-2014-8512)
Schneider.Electric.ProClima.MDraw30.ocx.ActiveX.Access
(CVE-2014-8513, CVE-2014-9188)

Schneider.Electric.ProClima.MetaDraw.Buffer. Overflow
(CVE-2014-8514)

Schneider.Electric. SCADA Expert.ClearSCADA . XSS
(CVE-2014-5411)

Schneider.Electric. VAMPSET.CFG.File.Handling.Buffer.
Overflow (CVE-2014-8390)
Schneider.Modicon.M340.Password.Buffer.Overflow
(CVE-2015-7937)

Schneider.Quantum.Module . Backdoor.Access
(CVE-2011-4859)

Schneider. SCADA.Expert.ClearSCADA.Authentication.Bypass
(CVE-2014-5412)

SchneiderElectric.ProClima.F 1BookView.Memory.Corruption
(CVE-2015-7918, CVE-2015-8561)

© Fortinet Inc. All Rights Reserved.

Application Control for Industrial Systems

2,000 + Granular OT/ICSApplication Controls (DNP3 Example)

DNP3

DNP3_Abort.File
DNP3_Activate.Config
DNP3_Assign.Class
DNP3_Authenticate.File
DNP3_Authentication.Error
DNP3_Authentication.Request
DNP3_Close.File
DNP3_Cold.Restart
DNP3_Confirm
DNP3_Delay.Measurement
DNP3_Delete.File
DNP3_Direct.Operate
DNP3_Direct.Operate. Without.Ack

© Fortinet Inc. All Rights Reserved.

DNP3_Disable.Spontaneous.
Messages

DNP3_Enable.Spontaneous.
Messages

DNP3_Freeze.And.Clear

DNP3_Freeze.And.Clear.Without.
Ack

DNP3_Freeze.With.Time

DNP3_Freeze.With.Time.Without.
Ack

DNP3_Get File.Info
DNP3_Immediate.Freeze

DNP3_Immediate.Freeze.Without.

Ack
DNP3_lnitialize.Application

© Fortinet Inc. All Rights Reserved.

DNP3_lnitialize.Data
DNP3_Open.File
DNP3_Operate
DNP3_Read
DNP3_Record.Current. Time
DNP3_Response
DNP3_Save.Configuration
DNP3_Select
DNP3_Start.Application
DNP3_Stop.Application
DNP3_Unsolicited.Message
DNP3_Warm.Restart
DNP3_Write

25
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Ecosistema y Alianzas Globales

Soluciones integradas para una amplia proteccion

Visibility and Threat Intelligence

(oY @ NOZOMI  DRAGSS
CLAROTY

p et CYBIRX

“Z scapafence ) NISIHALIEENE" () tenable

Control Vendors

i AL b R SIEMENS
Schneider MRDD e e
.H,,'T ACHI YOKOGAWA é
@ fowen  (SEL)imw, =~ EMERSON
) HIRSCHMANN Honeywell

OT TECHNOLOGY PARTNERS

Operations, Orchestration Automation

OTORIO splunk>
.
tdlr ¢ BACKBOX
rubrik
S srreex servicenow

SOLUTION VENDORS AND SYSTEMS INTEGRATORS

Global System Integration

— e _ s
Hewlett Packard == @ Capgemini
Enterprise b [ONANLTING TICANGIOGY TGuRCinG
Orange S8 LOGICALIS
Cyberdefegnse Aws Architects of Change
® t HCL
accenture

NTT

© Fortinet Inc. All Rights Reserved.

@ Fi:ATINET
FABRIC-READY

Other
RUGGEDCOM <)
—— FORESCOUT
radiflw O‘R‘WL
DARKTRACE m
Other(s)
Baker S .
Hughes T - -Systems-
Johnson ﬂ})l(, l‘l Elaet\’fjin
Controls Fac
V‘z"‘d Wide Technology, Inc.

Note: Logos are a representative subset of the Security Fabric Ecosystem
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Escala Madurez de

Ciberseguridad de Fortinet -
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Adaptados a la Jornada de Cada Organizacion

1. Iniciando la Jornada 2. Casos de Uso Especificos

Cybersecurity Maturity Levels

4 Fortinet Use Cases to Protect OT

V Network Segmentation

V Visibility
they have in their OT networks
©® -
P

FortGate  FodNAC  ForiSIEM

separation and control of thetr IT and OT networks

Il < © &

FordGate  ForiSwich  FodlAP  FOrBNAC

Levels of Protectan

V Endpoint Protection

V Network Otimization

Siinks

because companies still maintain legacy’ OT

e

FoiClent  For€DR

SO-WAN  FortGate  FortiExtender

o © Fortinet Inc. All Rights Reserved.

3. Desafio de Cumplir con Marcos

Regulatorios y/o Politicas Internas

Effective Implementation of the NIST
Cybersecurity Framework with Fortinet

(Companion Piece to “Security by Design:
A Systems Road Map Approach”)

How to Use NERC-CIP: An Overview of the Standards
and Their Deployment with Fortinet

(Companion piece to “Implementation Guide for Vendors and Integrators
Working in NERC-CIP Environments”)

Effective ICS Cybersecurity

Using the IEC 62443 Standard

(Companion piece to “Managing ICS Security With IEC 62443")

28



Modelo de Evaluacion de Madurez Cibernética

==
Metodologia Aplicada para Evaluar al Cliente
5 dominios de ciberseguridad
o “t proteccisn y Z_;ﬁ.’?.‘! T
Tercer afio
‘ Nevel 5
— Cerenciar
5 Segundo afio
g Primer aho 3
-3 3
i I'_ "F I
Defender
Cyteracurty Maturty m
Pl 5t s g Pt
-
Metodologia de Aplicacion del Modelo de Madurez
Una herramienta de ventas para conquistar los “Quick wins”
Cuestionario de Riesgos, Beneficios
& S sl
+ 10 preguntas
(respuestas = C creciente
multiples pre- ; via switches no es para mantener las ACLs
defl ) —— suficiente para para seguridad
brindar una * Ao riesgo de infecciones
* Microsite soparacidn de red TI lntorales
available (Eng, y OT apropiada
SpeEoc) = Beneficios
+ Demarcacidn bien definida

F

Becomondacitn
= Desplegar frowalls
para segmentacion

‘_,

&t s g et

entre las fronteras IT/OT

« Politicas do seguridad

granularos

Cuymplimentos
* NERC CIP: CIP.005
« CNO:1032
* NIST 800-82: 6.2.16

© Fortinet Inc. All Rights Reserved.
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4. Un roadmap que los clientes usan mternamente
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Soporte y Capacitacion de OT

Partner Portal
Operational Technology I la srecuamion
Solution Hub i

LEARN SELL

Apoyo a los Socios/Canales

NSE 7 OT Security 6.4. Self-Paced OT Sales Training

Fundamentos

FEIATINET

NSE Training Institute

Técnico

Securing OT [Security Driven Networking] Cybersecurity
for Safe, Reliable, Secure Industrial Control
Systems (ICS)

L

15 médulos (~10-15 min cada)

Fast Track

r 1]
o © Fortinet Inc. All Rights Reserved.

Digital security,

everywhere you need it.

Protect-the Fortinet.

Site Publico

Recursos Adicionales: Capacitacion OT
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OT Demo Room Dedicated at HQ

Secure Remote

Access, Role-based Access
Control,Single Sign-on,
Multi-factorAuthentication

Network Segmentation
andMicro-segmentation

Asset Management, Asset
& Network Visibility

Advanced Threat
Protection,Vulnerability
Management

Centralized

Logging, Monitoring and
Reporting, Risk &
ComplianceManagement

Centralized Management
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Sumario

 Las redes OT estan evolucionando debido a una variedad de
presiones

» OT tiene presiones y demandas similares y diferentes a las de Tl
« OT esta reconociendo la necesidad de ciberseguridad en todo su entorno

» Fortinet es un proveedor de seguridad probado con soluciones
para entornos de Tly OT

* Amplia experiencia en tecnologia operacional e infraestructura critica desde
2004

» Experiencia en convergencia de Tl / OT, mercado emergente

* Fortinet tiene soluciones maduras, solidas alianzas
» Enfoque basado en un marco de referencia para tecnologia operacional
» Enfoque de consultoria con aliados y dentro de los procesos de Fortinet

-mw © Fortinet Inc. All Rights Reserved.
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==:RTINET

Tecnologia de Seguridad para

Proteger la Tecnologia de Operacion

iGracias!

© Fortinet Inc. All Rights Reserved.

iiNos mantenemos en contacto!!

Serafim lvo de Faria

Business Development Manager
OTCI LATAM
idefaria@fortinet.com

34



