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Long history of Cloud Protection

Software as a Service Infrastructure as a
(SaaS) Service (laaS)

Private

Cloud

2006 OpenDNS Launch
2015 Cisco acquisition

-
Roaming
» Users

CISCO © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

i

Headquarters Branch

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Umbrella Secure Internet Gateway (2017)

Software as a Service Infrastructure as a
(SaaS) Service (laaS)

@ ff S [FE] e
Ve K-
Cloud Access Data Loss

DNS-layer Secure Web Malware Security b y Cloud Delivered
Securit : revention .
Y Gateway (SWG) Detection Broker (CASB) (DLP) Firewall (CDFW)
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Cloud

Intrusion
Prevention
System (IPS)
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Remote Browser
Isolation (RBI)
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Cisco Secure Access (2023)
Full SSE solution

o gecurity Clo,,

Users ) &C o Web
Everywhere Q¢ PN 5 Co/""/- %
aln S o,
Managed and unmanaged D—D Public
devices |==_ From anything Secure Access To anywhere C%D SaaS apps
Protect users and
things as they securely connect
O
q ﬂ D Private apps
loT devices 85 2
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Cisco Security Cloud Control

Secure Firewall Secure Firewall Multicloud
ASA Threat Defense Defense

<<<<< Security Cloud Control

& Other tasks

QcL

Integrations

. Secure

Q Type'Ctrt' s 1 to soare

* h 0@ @ 0

Assign roles

Create organization

users and assign roles to control access.

2 Jeffrey Fanelli ~ 333

Secure

Workload

Dynamic Objects

Licensing )( Provisioning Tenancy

Al
Defense

User Management > (RBAC) ( API Gateway ) ( Unified Al Assistant

Common Ul Experience

o]
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Cisco Secure Access

Ca pa b| | ities Vi ew «— Internet Traffic (—__0 Secure Tunnel «—> Private Traffic
Cisco Secure Access
4 )
(r Ve N N N\ ( \\
@ —— Client (= i
ZTA & VPNaaS @ @ ’
Remote K Internet/ SaaS
Managed DNS L3/4/7 Web Cloud-access
Security Firewall/ Gateway/ Security Broker r ~\
80 IPS HTTPS s .
p - ﬂ VAN VAN VAN VAN ﬁﬁ_( TLS ()
\Y —Clientless ZTA)~> QJ)}; v — ‘ Qféy mﬂg
o —— Remote | Unified SSE Solution Backhaul to o
|| = Dl @ Access * Identity and posture private apps Public/Private
Unmanaged e : Cloud
— (: * Unified Policy y
G Digital Device * Cloud-native ~\
Experience Posture ZTA » Magnetic Design ) ,QZ; —
Tk IPsec/ [ \— mgmt oy & ==
(P M [——\Lsowan | | 2 J y ) —-
- Secure Access PoPs / s=ole=2 o:
Branch, hybrid d
work, loT DC/POP/
Branch
\ J
L Users . Secure Access i — Apps —
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Cisco Secure Access- User Anywhere

STEP 1 STEP 2
Log In Securely start work
Private apps >
'R
@ i~
J— ditional apps
— Tradi
/ @ | VPN Secure
@ — Access
/ @ | saas
: SaaS apps
. Direct
We handle the Internet apps >
connectivity, access

control and security

Easy, frictionless user experience
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Remote User Connectivity Methods S—— e

<)

Secure Client

b=

)

©

Secure Client

Unmanaged Device

alal,
cisco
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0— Client-based VPNaa$S

Client-based ZTA

e Authentication and Posture per session

* QUIC tunnel (MASQUE proxy) or TCP/HTTP2

* Private and Internet Traffic (All ports & protocols)
* SAML Auth + Auto re-new or Certificate

* Authentication & Posture at Connect time

* TLS, DTLS, or IPsec Tunnel

Carry Internet & Private Traffic (All ports & protocols)
SAML, (+) Cert, & (+) Multi-Cert Authentication

Clientless ZTA

Accessible from any browser that supports SAML/Cookies
Request based posture (browser version, OS, geo-location)
Web applications, 'RDP or SSH

Internet Traffic
Private Traffic

Cisco Security | 9



Client-based Zero Trust Access

Internet Connectivity

MASQUE
Sessions

@ Stream0 P
L
ZTA Stream 1 .J' e

TCP / UDP
All ports

Cisco Secure Access

_____________________________________________________________________________________

MFA Posture Firewall IPS / IDS
DNS/SWG DLP CASB

_____________________________________________________________________________________

Secure Access PoPs

o

Web

s

0O
SaaS Apps

- Transparent user experience
- Trusted Network Detection

- Service managed client certificates with TPM-protected key storage

© 2024 Cisco and/or its affiliates. All rights reserved. isco Public
cisco ¢

- Session-based security
- No VPN tunnels

- User and group-based policy

- User and group-packet steering

Cisco Security | 10



Client-based Zero Trust Access

Private Applications ™,
= Cisco Secure Access ~ ’ I: — :I
MASQUE @: e —
Sessions | Private App 0
O g 0 @ B
._|_> (. .) i = i » o e N
U el o [ i MFA Posture Firewall IPS / IDS DLP
TCP / UDP ,@9 1=1
v prpp—
All ports
Private App O
\\ /
Secure Access PoPs \ Y
- Transparent user experience - Inside to out L4-7 tunnels from RCs
- Forward proxied resource access with coarse or fine-grained access control - No routing complexities
- Service managed client certificates with TPM-protected key storage - Apps are hidden, supports overlapping subnets
- Easy to scale with high availability
'éll|s'é|°|' © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securi ity | 11




Hybrid Private Access for flexible enforcement

Single set of ZTNA policies used in cloud and on-premise

Secure Access
Roaming Users Resource 1

Optimized

v

Backhaul Gateway

Resource 2
Private Only

Customer Premises

Resource 1
Optimized

Cisco Firewall

vV v Vv

S

Resource 2
Private Only Resources

FTD

** Roadmap: policy enforcement on 8k routers

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Client-based ZTA: Enrollment

Certificate
@ —_— * No user interaction
=S — * Deploy with MDM

* Bring-your-own Certificate Authority

@ SAML
e User prompted to enroll
@ * Enforce Multi-Factor Auth

* Multiple Identity Provider support

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco &

Zero Trust Access:
Registration is required to access

SEeCure resources.

Enroll

Cisco Secure Access

Sign In to Enroli
Use your company email address and continue.

Email Address

| miles@lab.christianclasen.com

Zero Trust Access:

Zero Trust Access is active.

Cisco Security

13



Cisco Secure Client

AnyConnect VPN O AnyConnect VPN:
p Connected to sfprofile - TLS - Auto Select Nearest Location.
o sfprofile - TLS - Auto Select Neare Disconnect
Full SSE ZTA Module

00:00:53 (6 Days 23 Hours Remaining) IPv4

Secure End p0|nt Zero Trust Access:

Zero Trust Access is active.

DNS/SWG (Umbrella)

Thousand Eyes (NO UI) Secure Endpoint:

Connected.

Fash Scan

Cloud Management Module (No Ul)

Umbrella:

Diagnostic and Reporting (DART) Umbrela s actve.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securit 14
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Clientless Zero Trust Access

Secure Private Access

Ve Cisco Secure Access ~\
Custom URL g -
./0\. E 1 ) D E'qﬁ ppp—
(%&) = g@) — =1
Browser (3 i
| MFA Posture Firewall ips /i A G“ardra"s Private App
Web, RDP, SSH
N Secure Access PoPs =
- Ideal for unmanaged devices and BYOD use-cases - HTTP/S, Remote Desktop Protocol, Secure Shell supported
- Automatically generated publicly resolvable FQDN for per app - SAML authentication
access
il © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Security | 15
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Branch - SDWAN/SASE

Automated Tunnels with:

s Cisco Secure Access ~
e Catalyst SD-WAN 17.13+ DNS
* Firepower 10.0+ :ISI
* Meraki (unified SASE)
..................................... ‘ ‘ qb Internet/
, DLP  CASB NAT SEEN
Traffic @
Acquisition
Auth
Optional _)
A IPSEC o _
—J SDWAN Al
FW &
Branch, hybrid Services IPS
work, loT Rl el
N Secure Access PoPs -
Iélllsléloll © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Integration with Catalyst SD-WAN

VPNid support for consistent segmentation

VPNID Based policy
across both SDWAN &
Secure Access

Maintain segmentation in
branch &in the cloud

alal,
cisco

Catalyst
SD-WAN Manager

Corporate users
network segment

L 2

Users

Consistent Policy

% Share VPNid

SD-WAN

IOT devices network
segment

\ 4

Secure Access

IoT_OT

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

\ 4

Maintain VPNID inside tunnel

\ 4

Users

\ 4

IOT_OT

Cisco Security | 17



Integration with Identity Services Engine (ISE)

Leverage SGTs for granular access control

< Consistent Policy )

* SGT Based Policy across Catalyst
SD-WAN Manager
network & Cloud g Z;_:{:ﬁ B .
mappings ISE
*  Maintain micro SD.WAN ( |

segmentation
@ 10— Contractors

through Secure Access
@ p 20— IT Admins

* Uniquely identify @ 30-2Zone 1
devices and traffic ? @ @ 40 - Robots
based on context from N
ISE Users

Secure Access

| e Seese | & & @

identity

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Security Layers




Cisco DNS-layer security

4 A
* Deploy enterprise-wide in minutes
* Protect users on & off the corporate network C\@QB
* Block malware, phishing, CNC callbacks T
* Prevent visits to risky web sites )< @ -®
» Stop threats early and reduce alert triage Less than]" 5% proxied
* Accelerate internet access © %@ ) 8 )
059 Qg ®
Safe /\/\ Blocked
requests requests
\Secure Access °
z%{; ~ = [ >
SD-WAN ——————| ON/OFF NETWORK DEVICES
\§ J

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securit 20
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Secure Access SWG

Internet/SaaS

- Full or selective TLS decryption
) T e.g. 0365
« TLS 1.3 native support

- Category or URL filtering for content control

Direct

- App visibility and granular controls

- Full URL level reporting

\

N

- Malware scanning includes two anti-virus engines and
Secure Endpoint (AMP) lookup

- Secure Malware Analytics file sandboxing

Tunnel (IPsec)

o F||e type Controls Cisco Secure Client
PAC files
e Remote Browser |SO|ati0n (RB') Proxy chaining

] = \
afra]n

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securit
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Layer 7 Firewall with IPS/IDS

- Send traffic to Secure Access (all ports and
protocols)

- Block high risk applications and protocols
(layer 7 application visibility and control)

- Centrally manage IP, port, protocol
and application rules (layer 3, 4 and 7 with IPS)

- Forward web traffic (ports 80/443) to secure web
gateway

- IPsec tunnel termination or client-based ZTA/VPN

afra]n
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ¢

Internet/Saa$S

; n

Non-web/
site exclusions

Hf

80/443
L

CDFW SWG

>f

Q Secure Access )

Tunnel (IPsec)
Secure Client

;
‘ggéé\
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Troubleshooting the hybrid work experience

C Is it the home network? ) C Is it WiFI? ) C Is it the transit ISP? )

emote worke L
\ /EW
Internet/

( Is it the endpoint? ) Securlty as-a-Service Sl

/// Q Q C Is it the application? )
)
On plrtlarlnise, /< \.\» ‘ == ‘

ives (1sitthelsp? )

and things ( Is it the VPN gateway? )

( s it the LAN? ) C Is it the Security? )




Secure Access Experience Insights e

Monitor user digital experience without separate agents or management portals

Endpoints Overview

Endpoints 3 total
3 0
Online @ Offline @

* Global visibility of registered
e | Woree endpoint status

Endpoints Performance

! * Is part of the Cisco Secure
L prEE = Access dashboard

PD‘:‘:E';‘: Atlantic
Ocean

* Includes ThousandEyes

o | Embedded Endpoint
==nj | R - Agent(EPA) as a module in
o Cisco Secure Client

User name Location Healthstatus ©  Device name Latency (ms) © Jitter (ms) @ Loss (%) ©@  WiFi(%) ©  Ethe Test time ©

© Karah Thornton " @ Healthy PSEUDOCO-DESKTO 15 ( |dentifier)

@ Anna Mariano etts, ° Healthy PSEUDOCO-DESKTO 8 ( 3c:bd:c5:

Channe
RCAMBELL-DESKTO Ghannel 48

Transmit Rate
585 Mbps

N/A

afra]n
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Cisco Al Assistant in Secure Access

Built with Generative Al
natural language to:

o | Alexander . i
Business Corp, Inc a2

' Security Access ®

Overview Access Policy

Simplify and speed policy administration by s ruscarssf = Cisco Assistant e

Connect

up to 70%

Secure

Reduce human error

Rule name Access Actions Sources
Admin

Improve operational efficiency : SO —

Workflows
USEmployee acc..  Internet Allow  Any User Grol

Let's create some access
rules today, shall we?

from a suggestion below or use the text field to
telling me a sour ination,

Warning for Cont... Internet W North Am:
Isolated Traffic f... Internet 5JC-008 Tun

AllEmployee acc..  Private IT User Grou.
and rule action. Rules added using the assistant

US Employee act.. Internet Allgw Any User Grol include the default security settings and are disabled

by default.
Employees acce... Private & Allow North Americ.|

Better efficacy.

Isolated Traffic fi.  Internet & Isolate - Create a single rule
Allow <User> and <User Group>

Better experience.

Better economics. Create multple rues

<Content Category>

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securit 25
cisco e v
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Secure Access | Identity Intelligence

U S e ' i Secure Access

User Trust Profiles

Identity Intelligence will be providing a

user trust level for integrating solutions to
leverage. Will be a single level, determined
by a user's behaviors, actions and posture.

Trust levels

1 profile

Profile name Assigned to Used in

‘M . Executives All private resources

After assessment, seamlessly
take response action from the
console. T |

IPS: Balanced  Geolocation: US only

Trust level Authentication controls Security Controls

IPS: Minimal

Neutral

Questionable IPS: Security Over Connectivity ~ Geolocation: US anly

Ke

e Trusted « Questionable
* Favorable « Untrusted
* Neutral « Unknown

afra]n _ _
Cisco Security 26
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Cloud Access Security Broker (CASB)

* Shadow IT visibility (Categories, Risk levels, Usage)

* Granular control of SaaS app usage

* Tenant Controls (eg.: M365, Google, Slack, Webex,
Youtube)

* Detect and remove malware from
cloud file storage apps

B

-

.

o

' | *\( w & * Multimode DLP (Inline, APl Saa$, Endpoint,
. l’ , \ \ e - Email/ETD integration)
o T 2

Al

alal,
cisco
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Secure Access: protecting the usage of Al

Protect intellectual property as it flows in and out of Al systems

Threat Visibility Leakage Prevention Threat Prevention
Discover and DLP Inspection of Block Apps and
Assess Activities Prompts/Uploads Control Downloads

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco Securit 28
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Secure Access: SSE that truly understands Al

287 Total Events  Viewing activity from Jan 8,

Feb 5, 2025 at 1:15 AM

< Monitored

Pattern-less PII/PHI/PCI detection

Prevention of sophisticated attacks
(OWASP LLM / MITRE ATLAS)
e.g., prompt injection

Intent-based toxicity detection @I Frivacy

Write a professional email responding to our client,
Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.

Built into Secure Access* e G Toxicity

how to make a bomb

Single unified policy framework

No additional infrastructure 1200+ 100% 1
Al Applications Coverage Top 16 Al Apps Coverage Unified Security Framework

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco &
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Protecting usage of third-party Al apps

Cisco Secure Access

[—=—=--

Access

Multimode
Control DLP

00O
MM

[r——

Zero-Trust
Proxy

|
Employees I
|
[
<—
|

Cloud Malware
Detection

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
cisco ¢

Al Guardrails

Input Guardrails
Prompt Injection
PIl, PHI, PCI
Off-Topic

Output Guardrails
Code Detection
Hate Speech
Specialized Advice

Enterprise Network Traffic

A 4

1

@ ChatGPT
e
Githuo (@)

. Copilot wordtune

1,200+ Third-Party Al Apps

Cisco Security | 30



Al is evolving at a rapid pace.
from static knowledge

to real-time knowledge
to autonomous decision-making () agentic o

%
chatbots @

ﬁﬁ tool-enabled ® ‘||



Agents are the ‘Worst Of Both Worlds’

e )
R ¢)
Human Al Agents
Scope BROAD BROAD
Speed LIMITED RAPID
Scale LIMITED
Sensibility JUDGEMENT

© 2025 Cisco and/or its affiliates. All rights reserved.

53

Machine

LIMITED

RAPID

MODERATE

RIGID EXECUTION
& RULES

]
cisco



Extending Cisco’s Zero Trust Access to secure Agentic Al
(Coming soon)

Unmanaged devices

Managed devices

People

Things

o
—Jo
~JO

Al agents

© 2025 Cisco and/or its affiliates. All rights reserved.

Identity-aware

connections
+

Zero trust
protection

Directory & Secrets
Management

Internet apps

Private apps

Traditional apps

SaaS & Al apps

MCP servers,
tools, and agents

]
cisco



AUTHORIZE EVERY ACTION ADAPT TO RISK IN REAL TIME

Visibility, identity, and ownership for every Al agent interacting with your environment

Agentic IAM by
Duo

— Agent & Tool Discovery

— Agent Directory

——— Agent Access Policy

— Human Accountability

Lifecycle Management



Know Every Agent

Agent Discovery

Discover agents from various sources, monitor their
lifecycle for posture or configuration issues, as well
as possible risky behavior

Agent Directory

Create a directory with a list of agents,
human owners, registration rules, tool access
and agent activity logs

Agent Identity Lifecycle Management

End to end visibility and management into
the agent lifecycle to reduce unwanted sprawl

Agent-Human Accountability

Have visibility and traceability into agent owners
to manage accountability for agent actions

2025 Cisco and/or its affiliates. All rights reserved.

e BUS

Claude Code

Anthropic

Coding Assistant it

Al Agents

ChatGPT

CIMD Client 1D URI:

CIMD Client 1D URI:
https:/jar

Cursor

wsphere

+ Register custom agent

Accoun it
Acme International Inc.

Account
Acme International Inc. | @ Help

(@ massistant ) setwp (D Help O KitJohnson




Cisco Blogs Executive Platform Al  Networking Data Center Security More ~

May 4, 2026 Leave a Comment

Executive Platform
alvali, Securing the Agentic Workforce: Cisco
CISco % Astrix Announces Intent to Acquire Astrix Security

4 min read
Peter Bailey
. .4

Today, I'm thrilled to announce our intent to acquire Astrix Security Ltd., a pioneer in Non-Human Identity (NHI) Security.

We're seeing an explosion of Al agents that are already reshaping the digital enterprise. Soon, every person in an organization will be supported by a network of Al agents
working continuously at machine speed, accessing data, making decisions, and taking action on their behalf.

These agents represent an entirely new class of coworker: capable of incredible productivity, but also capable of unintended harm or malicious behavior if left
unsecured. This is the new attack surface, and it is growing faster than most organizations realize.

As organizations race to adopt agentic technologies, security teams are under real pressure to enable their teams while securing the use of agents. But agent capabilities
are advancing faster than most security models, creating a widening gap in visibility, governance, and response. According to Cisco’s Al Readiness Index, only 24% of
organizations can control agent actions with proper guardrails and live monitoring, and just 31% feel fully capable of securing their agent Al systems.

That gap between agentic capability and organizational readiness continues to widen. With the emergence of Al models, like Mythos, we’re seeing threat actors reshape
the risk landscape in ways that are impossible to ignore. Security teams are now confronting a new class of high-impact, Al-accelerated risks.

At Cisco, we are deeply focused on helping customers address this gap. This is the work that drives us every day.

Meeting the Moment: Our Commitment to Al Security
Cisco has been moving quickly to enable the safe and secure use of Al. (y Share

Al Defense helps organizations safely build Al applications by protecting the models and agents built internally. We’ve also extended our Zero Trust Access architecture

blogs.cisco.com/news/cisco-announces-intent-to-acquire-astrix-security
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KNOW EVERY AGENT

Agentic Workforce

Consistently enforced where agents access enterprise data & tools.

[N EslCl =

4
" g

Agentic Identity

O » E-Eeme

ADAPT TO RISK IN REAL TIME

Tools, resources and data



Authorize every action oo i

Al Resources Nebula MCP server

s and add policies for each of them. Help & https:/fgithub.com/stellar-js/stellar-mcp-serve

General
Connection status

62

Total servers .
oses’ Secure Access

Just in time access

MCP Servers Refresh
Vi efresh O a MCP Server Rule

Provide access to the agents only when they require
access to the tools and resources, not before and not
after

Just enough access

Integrated with identity context, provide access
to agents only to the tools and resources that
they need access to perform their tasks

Just long enough access

Provide time-bound short-lived OAuth tokens (between
5 mins to 1 hour) to agents to
perform their tasks




Use intent, threat, and behavioral context to adjust protection decisions.

Runtime protections against safety and

security threats \

« 8 -0-m0-m

L B

Real-time monitoring and
A control

Communication



Adapt to risk in real time

Intent based activity monitoring

Continuously monitor the agent network traffic
to identify any malicious prompts, rogue agents

or agent activity drift in real-time S . oo
i g -
Safety & security guardrails (|62 o > FF \ SR @ I Hep sener <§.> .
Define safety and security guardrails around . A et B
agent activity and prevent rogue agents or MG e ..... > Mcpsever oD wo
agent activity drift from impacting the A A : ;
enterprise infrastructure v v ..... 2 Q
Conn% Data '\%y i ; §.> SEEB AHE
D B > MCP server <

.
’-> Files



Cisco Agentic Al Security

O
[

Manage Agent identity

with

Duo Agentic IAM

@% Observability with Splunk

y

-

Enforce Agent Access

with

Secure Access

Protect Agents

with

Al Defense

2025 Cisco an

d/or its affiliates. All rights reserved.

Al- Ready Infrastructure with Al Pods

alfret .
cisco



More information...

* Zero Trust for the Agentic Al

* https://www.cisco.com/site/us/en/solutions/artificial-
intelligence/security/securing-agentic-ai/index.html

* https://blogs.cisco.com/security/security-agentic-ai-how-cisco-brings-zero-trust-
to-your-new-digital-workforce

* Agentic Al Infographic

* https://www.cisco.com/c/dam/m/digital/usc/Security-Advisory-
Board/Agentic Al Infographic.pdf

¢ (Cisco Secure Access

* https://www.cisco.com/site/us/en/products/security/secure-access/index.html

]
2025 Cisco and/or its affiliates. All rights reserved. cisco
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